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Abstract
Deploying modern deep learning in real world applications comes with several challenges. Due to high 
data and compute demand, several parties who have access to these resources are required to 
collaborate during training and deployment for a successful uptake. This collaboration however, raises 
immediate security concerns relating to the privacy of parties' assets, the integrity or correctness of 
computations, and the robustness of algorithms in the presence of accidental or intentional errors. I 
address these challenges by providing rigorous guarantees using cryptographic protocols in deep 
learning systems. Striving for practicality, I demonstrate the need for re-thinking both deep learning 
and cryptography, and argue for their co-design.

In this talk, I will discuss my research on bridging the existing gap between deep learning and 
cryptography. First, I will focus on privacy-preserving inference computation, and show that naive 
adoption of cryptographic protocols into existing models results in unexpected overheads. With this 
insight, I provide several optimization avenues that re-think the design of deep learning models. Next, I 
will address the integrity issues in outsourced inference, and develop specialized cryptographic 
protocols that provide correctness guarantees while significantly slashing costs. Finally, I will discuss 
my future plans on building efficient collaborative learning frameworks that enable untrusted parties to 
participate in training and deployment of machine learning systems.
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