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Gradual Verification: Assuring Programs Incrementally

Abstract: While software is becoming more ubiquitous in our everyday lives, so are unintended
bugs. In response, static verification techniques were introduced to prove or disprove the absence
of bugs in code. Unfortunately, current techniques burden users by requiring them to write
inductively complete specifications involving many extraneous details. To overcome this
limitation, I introduce the idea of gradual verification, which handles complete, partial, or missing
specifications by soundly combining static and dynamic checking. As a result, gradual verification
allows users to specify and verify only the properties and components of their system that they
care about and increase the scope of verification gradually—which is poorly supported by existing
tools.

In this presentation, I outline the formal foundations of gradual verification for recursive heap
data structures (like lists, trees, and graphs), and the design of a gradual verifier derived from my
formal work, called Gradual Co. Gradual Co is implemented on top of the Viper static verifier and
supports the Co programming language—which is a safer, smaller subset of C taught at CMU.
Additionally, I present the results of quantitatively evaluating Gradual Co’s static and dynamic
performance characteristics for thousands of partial specifications. Gradual Co on average
decreases run-time overhead by 50-90% compared to dynamic verification alone and sources of
overhead correspond to predictions made in prior work. Qualitatively, Gradual Co exhibits earlier
error detection for incorrect specifications than static verification. I end with my planned new
lines of work in gradual verification and its application to other areas, such as security and
education.
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