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Abstract

Modern computer networks are complex distributed systems, with thousands of heterogeneous
software and hardware components working together to deliver traffic from sources to destinations.
They serve online services that demand much more than basic network connectivity, asking for
certain levels of performance, security, and reliability from the network. Meeting these growing
expectations requires running increasingly sophisticated functionality in networking software and
hardware. Yet, we still lack proper tools and techniques to analyze and implement these advanced
functionalities and, instead, mostly rely on manual error-prone processes to ensure that the network
can fulfill the requirements of the various applications it has to serve.

In this talk, I will discuss how my research helps bridge this gap by automating the analysis and
implementation of such advanced network functionality. First, I will focus on transport-layer
algorithms. These algorithms are key to providing high performance for different classes of traffic
but are quite challenging to implement on high-speed network hardware due to their inter-
dependent complex operations. I will present a hardware architecture that can be programmed, with
modest development effort, to execute new transport algorithms at 100Gbps. Next, I will focus on
automated reasoning about network performance. Network performance depends on packet-level
interactions between different traffic flows, making it easy to overlook corner cases that can cause
performance problems. I will demonstrate how to use formal methods to automatically generate
traffic patterns that lead to poor performance in a given network. Finally, I will discuss my future
plans on using rigorous and automated tools and techniques to create networks that are robust and
explainable.
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