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Abstract Complex processes, whether natural or artificial, often exhibit inherent variability and result in slightly
different products even when identical steps, equipment, materials and conditions are employed. Such variability
typically consists of a random component, which is attributed to the endogenous stochasticity of the process itself,
and a systematic component, which is attributed to the exogenous aspects of the production. In this presentation,
we will discuss how this variability can be harnessed for the purpose of attesting both the process and each copy of
the product, thereby facilitating trust, traceability and intellectual property protection. First, in the context of
semiconductor manufacturing, using both physical and electrical measurements (a.k.a., metrology and wafer
acceptance tests, respectively) from wafers manufactured using multiple copies of a mask-set in a 12nm
GlobalFoundries technology, we will demonstrate the use of contemporary statistical and machine learning-based
methods for determining whether a wafer was produced by a ratified mask-set. Leveraging the insight gained
through this analysis, we will also discuss the design of custom sensors for obtaining the relevant information from
each die on a wafer to collectively attest the mask-set used to produce this wafer, without relying on potentially
untrusted foundry-provided data. Then, in the context of synthetic biology, using amplicon sequencing data from
multiple cell lines (i.e., HEK293, HCT116 and HeLa), we will demonstrate that the stochasticity of the non-
homologous end-joining (NHEJ) DNA repair process can be leveraged as a mechanism for introducing a unique
identifier (i.e., a Genetic Physical Unclonable Function (PUF)) in every legitimately produced copy of a cell line.
AKkin to their counterparts in the semiconductor industry, Genetic PUFs can be used for attesting the provenance
and protecting the intellectual property of valuable, genetically-engineered cell lines.
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