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Abstract

Machine learning security is an emerging area with many open questions lacking
systematic analysis. In this talk, I will present three new algorithmic tools to address this
gap: (1) algebraic proofs; (2) causal reasoning; and (3) sound statistical verification.
Algebraic proofs provide the first conceptual mechanism to resolve intellectual property
disputes over training data. I show that stochastic gradient descent, the de-facto training
procedure for modern neural networks, is a collision-resistant computation under precise
definitions. These results open up connections to lattices, which are mathematical tools
used for cryptography presently. I will also briefly mention my efforts to analyze causes of
empirical privacy attacks and defenses using causal models, and to devise statistical
verification procedures with ‘probably approximately correct’” (PAC)-style soundness
guarantees.
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