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Abstract

Blockchain technology has revolutionized the concept of digital trust, facilitating secure peer-to-peer
transactions without the need for a central authority. However, questions remain about the security and
speed of these transactions. In this talk, we will explain the basic mechanics of the Nakamoto consensus
protocol for permissionless blockchains, which relies on the longest-chain fork choice rule. We will
examine the challenges of reaching consensus in the presence of adversarial miners and network delays.
We will build a minimal mathematical model from scratch and analyze the safety of a transaction as a
function of its depth in the longest chain, the rates of honest and adversarial mining, and a network delay
parameter. Assuming proof-of-work mining, the results will be presented as a pair of closed-form "finite-
blocklength" achievability and converse theorems. We will discuss the implications of these findings,
focusing on the key trade-off between transaction throughput, confirmation latency, and safety in
permissionless blockchains.
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